‘ Cognihceess...
IAM & Identity Security Consulting

CogniAccess LLC is an identity and access management consulting firm based in Manassas, Virginia, serving federal programs
through prime contractors and commercial organizations directly. The practice joins platform implementation with the control design,
evidence, and documentation those platforms require.

CORE COMPETENCIES

Capability Statement

Identity, verified intelligently.

IAM Strategy & Zero Trust Identity — Identity
assessments, target-state architecture, and Zero Trust
implementation: phishing-resistant MFA, Conditional Access,
device trust, and least-privilege access.

Microsoft Entra ID & Active Directory — Tenant design
and hardening, Conditional Access, MFA (including phishing-
resistant), SSO, hybrid identity (Entra Connect), role design,
PowerShell automation.

Okta, SSO & Federation — Okta SSO and MFA
implementation, SCIM provisioning and lifecycle
management, federation (SAML 2.0, OAuth 2.0, OpenID
Connect), and platform migration.

FISMA Audit and Controls — NIST SP 800-53 control
implementation, FISMA gap assessments, audit readiness
and evidence, POA&M creation and remediation support,
ATO and RMF support, continuous monitoring.

DIFFERENTIATORS

Identity Governance & Privileged Access — Access
reviews and certifications, joiner—-mover—leaver design,
privileged role governance, Privileged Identity Management
(PIM), emergency access design.

Endpoint Identity, Intune & Device Trust — Microsoft
Intune deployment and device compliance, AD Certificate
Services and PKI support, certificate lifecycle, and
certificate-based authentication.

Microsoft Cloud & Data Protection — Microsoft Azure and
Microsoft 365 identity administration; Microsoft Purview for
DLP, sensitivity labels, retention, audit, and eDiscovery.

Endpoint Detection & Response (EDR) — Microsoft
Defender and CrowdStrike Falcon EDR deployment and
operations; alert review, containment, and Splunk and
Qualys monitoring context.

Identity and controls in one scope — platform
configuration and FISMA evidence are designed together,
so authorization packages reflect what systems actually do.

Federal-environment experience — delivery experience
in federal agency environments under FISMA and NIST SP
800-53 discipline.

Vendor-neutral recommendations — CogniAccess
resells no software; advice follows the environment and
control need.

CORPORATE DATA

Dual-platform fluency — coverage across Microsoft Entra
ID and Okta, including federation and migration between
platforms, where most identity boutiques cover one.
Operations-minded delivery — rollout waves, readiness,
exception handling, monitoring, and runbooks built into
delivery.

Representation integrity — the firm claims only verified
credentials and experience.

Legal name CogniAccess LLC
Virginia SCC 12098820

Entity ID

SAM.gov | UEI Registration in progress

Principal office
(on record)

c/o Registered Agents Inc., 8401
Mayland Dr, Ste S, Richmond, VA 23294

NAICS

Entity type Single-member LLC — Commonwealth
of Virginia

EIN Issued — provided during contracting

Contact info@cogniaccess.com -
cogniaccess.com

Operations Manassas, VA (Washington DC metro);

on site in the DC metro area, remote
nationwide

541512 — Computer Systems Design Services (primary) - 541519 — Other Computer Related Services -

541611 — Administrative Management & General Management Consulting

CogniAccess LLC is available for subcontracting under federal primes and for direct commercial engagements. References
available on request.
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